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1. Security Objectives

Security objectives are your goals and constraints around the confidentiality, integrity, and availability (CIA) of your data and application. Identify your key security objectives, to help you focus the threat modeling activity and to scope how much energy to spend on subsequent steps.

Examples:

●
Prevent an attacker from obtaining sensitive customer data including their passwords and profile information.

●
Meet defined service level agreements for application availability.

●
Protect the company's online business credibility. 

●
Protect customer account details and customer credit history.

●
Ensure that the application will be available 99.99% of the time.
Checkpoint

●
Do you know the key security criteria influencing your application's design?

2. Application Overview

Identify your Web application's end-to-end scenario and what your application does. Draw the end-to-end deployment scenario. Identify key scenarios, technologies, and application security mechanisms.

End-to-End Deployment Scenario

Include a whiteboard style diagram of your application's end-to-end deployment scenario. Show the layout of the servers and indicate intranet, extranet, or Internet access. Show where the presentation layer, business layer, and data access layers reside. Show the key components and services that you know within each logical layer. Show which servers, components, and services talk to each other and how. Also show any external systems upon which your application is dependent.
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Key Scenarios

What are the key features of your application?  What does it do? Use your application's use cases to derive this information. Identify the dominant application functionality and usage and capture the CRUD (Create, Read, Update, Delete) aspects. 

Examples:

●
User creates new account.

●
User logs on.

●
User searches product catalog.

●
Anonymous user browses the product catalog to view product details.

●
Anonymous user searches to locate a specific product.

●
Anonymous user adds an item to their shopping cart.

●
Anonymous user logs in to authenticate prior to placing an order.

●
Anonymous user creates a new account prior to placing an order.

●
An authenticated user places an order.

Technologies

List the technologies and key features of the specific technologies that you use. Identify Web server software, database server software, technologies used in the presentation, business and data access layers. Also identify development languages. 

●
Web Server: Internet Information Server (IIS).

●
Presentation logic: ASP.NET (C#).
●
Business logic: C# Class Libraries.

●
Data access logic: ADO.NET, T-SQL Stored Procedures.

●
Database Server: SQL Server.
Application Security Mechanisms

Identify any key points that you know about how the following: Authentication, authorization, input/data validation, configuration management, sensitive data, session management, cryptography, parameter manipulation, exception management, auditing and logging. 

Examples:

●
Database authenticates application using Windows authentication.
●
Windows groups are used as roles for Web server authorization.
●
Application performs custom authentication to a database.

●
Roles are used to authorize business logic.

●
Input is validated by checking the length, range format, and type.

●
Administration is handled by physically logging on to the machine. No remote administration access is provided.
●
The parameters like form fields, view state, cookie data are validated. HTTP headers are not validated.

3. Application Decomposition

Break down your application to identify trust boundaries, entry points, exit points, and data flows.

Trust Boundaries

Identify the trust boundaries of your application. A trust boundary is anyplace where the level of trust changes. Identify the systems, subsystems, and identities that your application trusts. 

Examples:

●
Perimeter firewall.

●
Database server trusts calls from the Web application's identity.

●
Perimeter firewall.

●
Database server trusts calls from the Web application's identity.

Data Flows

For your main data flows, document where the data comes from, where it goes, and who can call it. Identify what good data looks like in terms of length, range, format, and type. Also highlight the key authorization mechanisms along the way.

Examples:

●
Anonymous user submits search string. Search string is accepted by the home page and is validated by a regular expression. The search string must be less than 50 characters in length and may include any combination of letters or numbers. The search string is passed to the data access component. The data access component calls a stored procedure, passing the search string as a single parameter. 

Checkpoint

· Did you prioritize data that crosses trust boundaries?

· Do you know where sensitive items originate?

· Do you know what good looks like in terms of length, range, format, and type?

· Do you know the authorization mechanisms along the way?

· Did you trace the data from entry to exit?

Entry Points

Identify and list the gateways into your application where users and external applications supply data and call functionality. 

Examples:
●
Logon page. Accessible to all Internet users; Validated using client and server-side validation controls together with common validation library>

●
Amend customer details page. Accessible to authenticated users only; Validated using client and server-side validation controls together with common validation library; Functionality invoked by the page is updated customer detail>

●
GetCustomerDetails stored procedure.  Callable only by the application’s trusted service account; Data validation is performed by upstream caller (trusted Web application’s business logic); Functionality invoked results in retrieval of customer details>

●
Port 80 is for Web request.

●
Port 443 will be used for SSL.

●
All other ports are restricted by the firewall.

●
Login page.

●
Search page.

●
Profile page.

Checkpoint

●
Can you list your entry points, particularly those at the trust boundaries?

Exit Points

Identify the points within your application where data is output to the client. Prioritize the exit points around where you write out data from client input or untrusted sources such as shared databases.

●
Search page writes out the client's search string and the corresponding results.

Checkpoint

●
Do you know where your application writes out data using non trusted input?
4.  Threats

List the threats and attacks that might impact your application. Threats represent the potential bad things that might happen. 

Examples:

●
Attacker obtains a user's name and password by monitoring the network between the Web browser and Web server.

●
Attacker submits malformed form input used as part of a database query.

●
Denial of service against the application and making the application unavailable, which means application availability security objectives are not met.

●
Attacker obtains username and password by monitoring the network.

●
Attacker performs SQL injection by injecting SQL commands into the login form.

●
Attacker performs SQL injection by injecting SQL commands into the search form.

●
Attacker launches a dictionary attack against the login form.

●
Attacker performs cross-site scripting by injecting script commands into the login form.

●
Query string manipulation. A malicious user changes the session identifier that is clearly visible in the URL query string.
●
Parameter manipulation. A malicious user alters parameter data to influence security decisions made by the application.

●
Cookie replay. Attacker captures and replays an authentication cookie to spoof identity.

●
Unauthorized access. Attacker guesses a user's account name and password to gain illegitimate access to the application.

Checkpoint

●
Have you considered common or well know threats?

●
Have you explored threats particular to your scenarios beyond the common or well known threats?

●
Where possible, are the potential targets identified in your description?

●
Have you considered non-malicious threats that compromise confidentiality, integrity, and availability; such as a valid user inadvertently accessing restricted data.

●
Have you considered threats that might impact your security objectives?
5. Vulnerabilities

Identify weaknesses in your application design to help shape security decisions and scope testing.

Examples:

●
Over-privileged Web process account resulting in increased damage potential if the Web process is compromised.

●
Unrestricted Web process account in the database resulting in increased damage potential in the event of a SQL injection attack.

●
Clear text credentials are passed between the Web server and database server.

●
Relying on client-side input validation.

●
Dynamically constructing SQL statements that do not use typed parameters.

●
Clear text database connection strings.

●
Secrets held in code.

●
Authentication cookies passed over unencrypted links.

●
Audit logs maintained in Web space.

Checkpoint

●
Have you considered the common vulnerabilities?

●
Have you considered vulnerabilities at each application layer? 
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